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Learning Objectives

At the end of the this session, Participant will:

m Have introduction to basics of various types of Access Control components,

m Know Factors to be considered in Egress planning in case of fire or similar scenarios,
where tenants have to evacuate the building (based as per NFPA 101.)

m  We will also know how Access control systems and egress planning can be in conflict if not
planned properly and may severely effect the safety of tenants in case of emergency.



Presentation Summary

What is Access Control?

Access Control types and how it is achieved.

Various components used industry uses for Access Control

What is Egress Planning?

Factors to be considered while Egress planning of various types of occupancies.
Single Door example, to show how Access control strategy changes with requirements.
Re-Entry requirement of NFPA 101 for fire exit staircases.

Case studies

Fire Door Assembly Inspector
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fittings and access control products.
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Access Control & Egress Planning.

Access Control.

The practice of restricting ENTRANCE to a property, a building, or a room to authorized persons for the sake of security.


http://en.wikipedia.org/wiki/Authorized
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control Electronic Access Control
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Electronic Access Control

How Access Control is achieved?
Conventional/Mechanical Access Control
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control

Cylinders ‘ Padlocks Multipoint locking
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Electronic Access Control

Online access control systems without cabling at the door:

XS fitting online with radio connection to the XS traffic point
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control Electronic Access Control
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control

Electronic Access Control
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control Electronic Access Control
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control
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Electronic Access Control

Increased protection through verification of the ID card holder:

access control with ID card and vein pattern recognition
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control
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Increased protection through verification of the ID card holder:
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control Electronic Access Control
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Access Control & Egress Planning.
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control

Electronic Access Control

15
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Access Control & Egress Planning.

How Access Control is achieved?

Conventional/Mechanical Access Control

« keys and locks.

« only someone with a right key can enter
through the door,

« No restriction to specific times or dates.
* No record of the key usage

« Can be easily copied or transferred to
another person.

* Loss of key means, the locks must be
changed.

Electronic Access Control

 Intelligent system.
* Flexible.

« Grants access based on the right
credential presented.

« Transactions and attemptes are
recorded.

* The system will also monitor the door
and alarm if the door is forced open or
held open too long after being unlocked.

16
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Access Control & Egress Planning.

What is Egress Planning?

= |n the event of fire or other emergency, occupants must be
able to vacate a building or space quickly.

= Architects incorporate certain elements into their building
design that provide a protected path of travel from any point
inside the building to a safe place outside or inside the
building.

17



SDIB - Safety Design in Buildings

Access Control & Egress Planning.
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Access Control & Egress Planning.

m Codes and standards establish the minimum
criteria for meeting certain levels of Safety in 212 il

Buildings. | NFPA ”FE
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Access Control & Egress Planning.

Classification of Occupancies
for Egress planning

6.1.2 Assembly.
For requirements, sze Chapters 12 and 13

6.1.2.1% Definition — Assembly Occupancy. An oecu-
pancy (1) used for a gathering of 20 or mere persons for de-
liberaticn, worship, entertainment, eating, drinking,
armusemeant, awalting transpertation, of sinilar usss; or (2)
usad as a speclal amussment building, regardless of oecu-
pant load.

A.61.21 Assembly Occupancy. Assembly occcupancies
might melude the following:

(1) Armoriss
(2) Assambly halls
(3 Auditeriums
(4] Bowling lanes
(3 Club rocms
(6) Collage and university classroomes, 50 persons and over
(71 Conference rooms
(&) Courtroomes
(9) Dance halls
(10) Drinking establishments
(117 Exhibition halls
(12) Gymnasiume
(12 Libraries
(14) Mertuary chapels
(15) Metion pieture theaters
(18) Museums
(17) Passenger stations and terminals of air, surface, undar-
ground, and marine publie transportation facilities

(12) Places of religious weorship
19 Pool rooms

2012 Edition

NFPA LIFE
101 SAFETY

(207 Becreation plers

(217 Restanrants

(227 Skating rinks

(23] Special amusement buildings, regardless of cecupant

load

(24 Theaters 20
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Access Control & Egress Planning.

Classification of Occupancies
for Egress planning

Designated waiting areas

Theater lobby

Exhibit 12/13.24 Designated waiting spaces arranged not to
encroach on required means of egress.

Main entrance/exit
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6.1.3 Eduecational.
For requiraments, see Chapters 14 and 15,

$.13.1*% Definition — Educational Occupancy. An ceeou-
pancy used for educational purposss through the twelfth
grade by six of more persons for 4 or more hours per day or
mors than 12 hours per weelk,

A.6.1.3.1 Educational Occupancy. Edurational cccupan-
cles inelude the followng:

(1) Aulzademies Bducaticnal cccupancies are limited to facilities

(2) Kmdergartens used for educational purposes through the tweltth

(3) Schools grade. 4 college classroom does not meet this criterion
and is classified as a business cccupancy or, where the
college classroorm has an cccupant load of 50 or more,
as an assemrbly occupancy,

14.2.4 Number of Means of Egress.

14.2.4.1 The number of means of egress shall be in accor-
dance with Section 7.4.

14.2.4.2 Not less than two separate exits shall be in accor-
dance with the following criteria:

(1) They shall be provided on every story.

(2) They shall be accessible from every part of every story
and mezzanine; however, exit access travel shall be
permitted to be common for the distance permitted as
common path of travel by 14.2.5.3.
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Access Control & Egress Planning. for Egress planning

Fire in Villagio Mall , Qatar — in May 2012 ( 19 killed — 13 were nursery kids)

Horror as toddlers are left trapped in first
floor nursery after staircase collapses

Firefighters forced to break through roof
to evacuate victims

Relative of one two-year-old victim said
building did not appear to have fire alarms
or sprinklers

DOHA: Afire at a nursery in a
main shopping center in the
Qatari capital killed 19 people
including 13 children

23
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Classification of Occupancies
Access Control & Egress Planning. for Egress planning

6.1.5 Health Care.

For requirements, see Chapters 18 and 19, T ﬂi’rmh
m ij.*-s. 5 e

6.1.5.1% Definition — Health Care Occupancy. An cecu- 4

paney usad to provide meadical or other treatment or care si-
multanscusly to four or more patients on an npatiznt basis,
where such patients are moetly meapable of self-preserva-
tion due to age, physical or mental disability, or bacanse of
SecUrity measuras not under the cceupants” control,

A.6.1.51 Health Care Occupancy. Health care corupan-

cles melude the following:
(1) Hospitals

(21 Limited care facilitles
(3 MNursing homes

24
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Access Control & Egress Planning.

Classification of Occupancies
for Egress planning

18.3.7% Subdivision of Building Spaces.

18.3.7.1 Buildings containing health care facilities shall be
subdivided by smoke barriers (see 15.2.4.3), unless other-
wise permitted by 18.3.7.2, as follows:

(1) To divide every story used by inpatients for sleeping or
treatment into not less than two smoke compartments

(2) To divide every story having an occupant load of 50 or
more persons, regardless of use, into not less than two
smoke compartments

(3) To limit the size of each smoke compartment required
by 18.3.7.1(1) and (2) to an area not exceeding 22,500 ft*
(2100 m*), unless the area is an atrium separated in ac-
cordance with 8.6.7. in which case no limitation in size
is required

(4) To limit the travel distance from any point to reach a
door in the required smoke barrier to a distance not

exceeding 200 ft (61 m)

25
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for Egress planning

Access Control & Egress Planning.

SDIB - safety Design in Buildings
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Access Control & Egress Planning. for Egress planning

Smoke/Fire compartmentation.
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Access Control & Egress Planning.

Classification of Occupancies
for Egress planning

Smoke/Fire compartmentation.

A.18.3.7.6 Smoke barrier doors are intended to provide ac-

cess to adjacent zones. The pair of cross-corridor doors are F-J sy e
required to be opposite swinging. Access to both zones is i
required. | - AREA 2 AREA
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Access Control & Egress Planning.

Classification of Occupancies
for Egress planning

6.1.7 Detention and Correctional.

For requirements, see Chapters 22 and 23

6.1.7.1% Definition — Detention and Correctional
Occupancy. An occcupancy used to house one or more
pereons under varied degrees of restraint or sscurity
where such cecupants are mostly meapable of self-
presarvation because of security measures not undsr the oe-
cupants’ control,

4.6.1.7.1 Detention and Correctional Occupancy. De-
tention and commectional cecupancies neluds the following:

(1)
(2)
(3]
(4
(3]
(a)
(7
(&)

Adult and juvenils substance abuse centers
Ldult and juvenile work campe

Adult community residentlal centers

Adult correctional nstitutions

Ldult local detention facilitias

Tuivenile community residential centars
Tuvenile detention facilities

Tivenile training schools

29



SDIB - safety Design in Buildings
Classification of Occupancies
Access Control & Egress Planning. for Egress planning

Table A.7.6 Common Path, Dead-End, and Travel Distance Limits (by occupancy)

Common Path Limit Dead-End Limit Travel Distance Limit
Unsprinklered Sprinklered Unsprinklered Sprinklered Unsprinklered Sprinklered
Type of Occupancy ft m ft m it m ft mi fit m ft m
Assembly
New 20075 6.1/23* 20475 IS.IIEE-] 20 6.1° 20 |6.1° 200 61° 250 Ta*
Existing 20075 e.1/23 20075 6.1/23 20 6.1° 20 |6.1° 200 61° 250 Ta"
Educational
New 75 23 100 | 30 20 6.1 50 15 | 50 46 200 61
Existing 75 23 100 | 30 20 6.1 50 |5 | 50 46 200 61
Day Care
New 75 23 100 | 30 20 6.1 50 |5 | 50 464 200 619
Existing 75 23 100 | 30 20 6.1 50 |5 | 50 464 200 619
Health Care
New NA MNA 100 | 30 NA NA 3o |9l NA NA 200 619
Existing NR MR NE | NR NE® NRE® NE® |NE* | 50 464 200 619
Ambulatory Health Care
New 75 23f | O 30 20 6.1 50 |5 | 50 46 200 61
Existing 75 23 | 00 30f 50 ] 50 |5 | 50 46 200 61
Detention and Correctional
New — Use Condition I, 111, TV 50 15 | O 30 50 |5 50 15 | 50 464 200 619
New — Use Condition V 50 15 | 00 30 20 6.1 20 6.1 | 50 464 200 619
Existing — Use Condition I1, LI, 50 158 | 00 30# NE  NR NE |[NE | 50 464 200 619
IR
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Classification of Occupancies

Access Control & Egress Planning. for Egress planning

6.1.8 Residential.
For requirements, see Chapters 24 through 31,

6.1.81 Definition — Resgidential Occupancy. An cecu-

pancy that provides sleeping accommodations for purposss
other than health care or datention and comactional.

6.1.81.1% Definition — One- and Two-Family Dwelling
Unit. 4 building that containg not more than two dwelling
units with independent cocking and bathroom facilitizs,

$.1.8.1.2 Definition — Ledging or Rooming House., 4
building or portion theraof that does not qualify as a one- or
twio-family dwelling, that provides sleeping accommoda-
tions for atotal of 16 or fawear people on a transisnt or per-
manant basis, without personal care services, with or
without meals, but without separate cooking facilitiss for n-
dividual cecupants,

5.1.8.13*% Definition — Hotel. A bullding or groups
of tuilldings under the same management i which thers
are sleeping accommodations for more than 16 persones and
primarily used by transients for lodging with or without
meals.

6.1.5.14% Definition — Dormitory. & building or a
space in a building m which group slesping accommodations
are providad for more than 16 persons who are not mearmbers
of the same family n one room, or a series of closely assoel-
ated rocms, under joint cceupaney and singls manage-
ment, with or without meals, but without ndividual cooking
farilitizs,

6.1.8.1.5 Definition — Apartment Building. 4 btuilding
of pertion thereof containing three or more dwelling units
with ndependent cocking and bathroom facilitizs,

31
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Access Control & Egress Planning. for Egress planning

6.1.10 Mercantile.

For raquiraments, sse Chaptars 36 and 27

6.1.10.1*% Definition — Mercantile Occupancy. An oecu-
paney used for the display and sale of merchandise.

A.6.1.10.1 Mercantile Occupancy. Mercantile cccupan-
cles melude the following:

11 Auctlon rooms

(2) Department stores

(%) Dmgstores

() Restaurants with fewer than 50 persons
[2) Shopping centers

() mupermarkets

Office, storage, and service facilitizs neidental to
the sale of merchandise and located i the same building
should be considered part of the mercantile cecupancy clas-
sification.

6.1.11 Business.
For requiraments, see Chapters 38 and 39,

f.1.11.1*% Definition — Business Occupancy. An occcu-
pancy used for the transaction of business other than
mercantile,

A.6.1.11.1 Business Occupancy. Pusiness occupancizs
melide the following:

(1) Artraffic control towers (AT CTs)

(2) City halls

(3) College  and  university  structional  buildings,
classrooms under 50 persons, and instructional lab-
oratories

[ Courthouses

(51 Dentists’ offices

(A Doctors’ offices

(11 General offices

(¥) Cutpatient elinies (ambulatory)

(™ Town halls
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Access Control & Egress Planning.

Single external door
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Access Control & Egress Planning.

Single external door

Cylinder x Cylinder*

D862

sAFE &
SECURE ®

Outside

Inside

= Dead bolt operated by key either side.
+ Bolt automatically deadlocks when fully thrown.
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Access Control & Egress Planning.

Single external door
- sare

SECURE {

FIRE RATED &

Outside
Inside
Cylinder x Turn D860 ] = Dead bolt operated by key outside or by turn inside.
‘f‘* 5 = Bolt automatically deadlocks when fully thrown.
et
@ .1 E2151
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Access Control & Egress Planning.

NFPA 80: Fire Doors and

Other Opening Protective

m Locks and Latches — LOCK SETS

1. Fire doors to be latched.

2. Only labeled locks and latches are allowed on fire doors.

3. The Throw of the latch to be as per fire door label.

Certification/Compliance:
ANSI: Meets A156.13 Series 1000, operational and
secuUrity Grade 1. Meets A117.1 accessibility code and E\
ADA requirements for barrier-free accessibility, L/
UL/CUL - UL 10C Positive Pressure: All MS000 are
listed 3 hour fire rated. Locks are listed for A [abel CUS
and lessor class doors, 4'0" x 8'0" maximum per |eaf,

LISTED

California State Reference Code: (formerly title 19,
California State Fire Marshall standard) All levers with returns,
return to within 1/2" (13 mm) of door face.

Grade 1
Heavy-Duty
Mortise Locksets

36
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Access Control & Egress Planning.

Single external door
sare &

(Gecune 8

FIRE RATED i

Outside
Inside
Office/Entry M9053 ] * Latch bolt operated by trim either side, except when outside
. trim locked by key outside or by inside turn.

When outside trim locked, latch bolt retracted by key outside
or by inside trim.

Outside trim remains locked until inside turn rotated to
unlocked position or unlocked by key.

Auxiliary latch deadlocks latch bolt when door locked.

86
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Access Control & Egress Planning.

m Locks and Latches — PANIC BARS.

sace
SECURE @

NFPA 101 (2003, 2006), NFPA 5000” (2003, 2006)

Required means of egress doors equipped with latches or

locks serving:

- Assembly, Educational, or Day Care Occupancies with an occupant

load of 100 people or more.
- High hazard contents areas with an occupant load in excess of 5. Fl RE RATED {
Where panic hardware is required by code: e — f5 .
The International Building Code (2004 Supplement, 2006): E: PUSH UM“L AI.ARM
Each door in a means of egress equipped with latches or lof S SOUNDS. DOOR CAM BE

Senving: %7

- Assembly or Educational Occupancies with an occupant I¢5
50 people or more.

- High Hazard occupancies (any occupant load).

| OPENED I 15 ECODS. -

MNFP 70 - The National Electric Code (2002, 2005) reguired
certain electric rooms have doors that open in the directio
and are “equipped with panic bars, pressure plates, or othe
that are normally latched but open under simple pressure.”
Technicalty, a hospital latch or paddle-type release would
requirement, but the fact that the words “panic bar” are u
Code has prompted many code officials to require panic hagk
According to Article 110 of NFPA 70, personnel doors senvils
following types of rooms must comply:
- Rooms housing large equipment - 600 Velts, nominal or
1200 amperes or more.
- Rooms housing conductors and equipment wsed on circui

e Delayed
over 600 Volts, nominal. ; s . -
 Tonsformer Vats Exit Device
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Access Control & Egress Planning.

Re-Entry (to Fire Exit Staircase)

Stairwell Reentry (NFPA 101%: 7.2.1.5.7, NFPA 5000™:11.2.1.58.1)

7.2.1.57% Every door assembly in a stair enclosurs serving
more than four stories, unless pemmitted by 7.2.1.5.7.2, shall
meet ona of the followng conditions:

(1) Be-entry from the stalr enclosure to the mterior of the
building shall be provided.

(27 An automatle release that 18 actuated with the mitla-
tion of the bullding fire alanm system shall be providad
to unlock all stair enclosure door assembliss to allow
Te-2ntry.

(3) Selected re-entry shall be provided in accordancs with
12152701,

[International Building Code” 2006 |

Stairway Doors (1008.1.87)

Interior stairway means of egress doors shall be openable from both

sides without the use of a key or special knowledge or effort.

Exceptions:

- stairway discharge doors shall be cpenable from the egress
side and shall only be locked from the opposite side

- section 403.12 refers to high-rise buildings (over 75 feet
in height) and states that stair doors which are locked on the
stair side must unlock simultaneoushy without unlatching upon a
signal from the fire command system, and that a telephone or
other 2-way communication device connected to a constanthy
attended station must be provided at every fifth floor if the stair
doors are locked

- in stairways serving not more than 4 stories, doors may be locked
on the stair side, as long as they are not locked on the egress side
provided they are openable from the egress side and capable of

being unlocked simultanecusly without unlatching upon a signal
from the fire command system

11
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W
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7
i iy
- 1,
= "E_
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Re-=ntry point

Re-entry point

Re-entry point
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Access Control & Egress Planning.

Both NFPA 101 and NFPA 80 require Fire rated and Egress doors to be inspected | | ‘ W ha
annually by qualified professional and record kept by the building owner for lm_' @J

authorities inspectors. I

Inspections (5.2%)
5.2.1* Fire door assemblies shall be inspected and tested not less A Program of the
Door and Hardware Institute

than annually, and a written record of the inspection shall be signed
and kept for inspection by the AHJ.

40
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Access Control & Egress Planning.

June 1883, Victoria Hall, Sunderland, Great Briton

183 children, aged between 3 and 14, were crushed to death in a stampede for the
stage when free toys were offered. The disaster is the worst of its kind in British
history.

Events

» At the end of the show an announcement was made that children with certain
numbered tickets would be presented with a prize upon exit.
» At the same time entertainers began distributing gifts from the stage to the children in the stalls.
» Worried about missing out on the treats, many of the estimated 1,100 children in
the gallery stampeded toward the staircase leading downstairs.
» At the bottom of the staircase, the door had been opened inward and bolted in such a way as to
leave a gap only wide enough for one child to pass at a time to ensure checking of tickets.

Aftermath

* With the compressive asphyxia of 183 children between 3 and 14 years old, the disaster is
the worst of its kind in British

» Newspaper reports at the time triggered a mood of national outrage and the resulting inquiry
recommended that public venues be fitted with a minimum number of outward
opening emergency exits, which led to the invention of 'push bar' emergency doors.This law still
remains in full force as of 2013.

* No one was prosecuted for the disaster;the person responsible for bolting the door was never
identified.



http://en.wikipedia.org/wiki/Ticket_(admission)
http://en.wikipedia.org/wiki/Prize
http://en.wikipedia.org/wiki/Theater_(structure)#Basic_elements_of_a_theater_structure
http://en.wikipedia.org/wiki/Asphyxia#Compressive_asphyxia
http://en.wikipedia.org/wiki/List_of_accidents_and_disasters_by_death_toll#Stampedes_and_panics
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Dubai Airport Terminal-3 (Arrival/Departure Gate area)
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